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APPARATUS AND METHOD FOR PROVIDING 
DOWNLOADABLE CODE FOR USE IN COMMUNICATING 
WITH A DEVICE IN A DISTRIBUTED SYSTEM 



REFERENCE TO RELATED APPLICATIONS 
The following identified U.S. patent applications are relied upon and are incorporated 
by reference in this application as if fully set forth. 

Provisional U.S. Patent Application No. 60/076,048, entitled "Distributed Computing 

System," filed on February 26, 1998. 

U.S. Patent Application No. 09/044,923, entitied "Method and System for Leasing 
Storage," bearing attorney docket no. 06502.001 1-01000, and filed on the same date herewith. 

U.S. Patent Application No. 09/044,838, entitled "Method, Apparatus, and Product for 
Leasing of Delegation Certificates in a Distributed System," bearing attorney docket no. 
06502.001 1-02000, and filed on the same date herewith. 

U.S. Patent Application No. 09/044,834, entitied "Method, Apparatus and Product for 
Leasing of Group Membership in a Distributed System," bearing attorney docket no. 
06502.001 1-03000, and filed on the same date herewith. 

U.S. Patent Application No. 09/044,916, entitled "Leasing for Failure Detection," 
bearing attorney docket no. 06502.001 1-04000, and filed on the same date herewith. 

U.S. Patent Application No. 09/044,933, entided "Method for Transporting Behavior 
in Event Based System," bearing attorney docket no. 06502.0054-00000, and filed on the 
same date herewith. 

U.S. Patent Application No. 09/044,919, entitled "Deferred Reconstruction of Objects 
and Remote Loading for Event Notification in a Distributed System," bearing attorney docket 
no. 06502.0062-01000, and filed on the same date herewith. 

U.S. Patent Application No. 09/044,938, entitled "Methods and Apparatus for Remote 
Method Invocation," bearing attorney docket no. 06502.0102-00000, and filed on the same 
date herewith. 

U.S. Patent Application No. 09/045,652, entitled "Method and System for 
Deterministic Hashes to Identify Remote Methods," bearing attorney docket no. 06502.0103- 
00000, and filed on the same date herewith. 
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U.S. Patent Application No. 09/044,790, entitled "Method and Apparatus for 
Determining Status of Remote Objects in a Distributed System," bearing attorney docket no. 
06502.0104-00000, and filed on the same date herewith. 

U.S. Patent Application No. 09/044,930, entitled "Downloadable Smart Proxies for 
Performing Processing Associated with a Remote Procedure Call in a Distributed System," 
bearing attorney docket no. 06502.0105-00000, and filed on the same date herewith. 

U.S. Patent Application No. 09/044,917, entitled "Suspension and Continuation of 
Remote Methods," bearing attorney docket no. 06502.0106-00000, and filed on the same date 
herewith. 

U.S. Patent Application No. 09/044,835, entitled "Method and System for Multi-Entry 
and Multi-Template Matching in a Database," bearing attorney docket no. 06502.0107-00000, 
and filed on the same date herewith. 

U.S. Patent Application No. 09/044,839, entitled "Method and System for In-Place 
Modifications in a Database," bearing attorney docket no. 06502.0108, and filed on the same 
date herewith. 

U.S. Patent Application No. 09/044,945, entitled "Method and System for Typesafe 
Attribute Matching in a Database," bearing attorney docket no. 06502.0109-00000, and filed 
on the same date herewith. 

U.S. Patent Application No. 09/044,931, entitled "Dynamic Lookup Service in a 
Distributed System," bearing attorney docket no. 06502.01 10-00000, and filed on the same 
date herewith. 

U.S. Patent Application No. 09/044,826, entitled "Method and System for Facilitating 
Access to a Lookup Service," bearing attorney docket no. 06502.01 13-00000, and filed on the 
same date herewith. 

U.S. Patent Application No. 09/044,932, entitled "Apparatus and Method for 
Dynamically Verifying Information in a Distributed System," bearing attorney docket no. 
06502.01 14-00000, and filed on the same date herewith. 

U.S. Patent Application No. 09/030,840, entitled "Method and Apparatus for Dynamic 
Distributed Computing Over a Network," bearing attorney docket no. 06502.01 15-00000, and 
filed on February 26, 1998. 
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U.S. Patent Application No. 09/044,936, entitled "An Interactive Design Tool for 
Persistent Shared Memory Spaces," bearing attorney docket no. 06502.01 16-00000, and filed 
on the same date herewith. 

U.S. Patent Application No. 09/044,934, entitled "Polymorphic Token-Based 
Control," bearing attorney docket no. 06502.01 17-00000, and filed on the same date herewith. 

U.S. Patent Application No. 09/044,915, entitled "Stack-Based Access Control," 
bearing attorney docket no. 06502.01 18-00000, and filed on the same date herewith. 

U.S. Patent Application No. 09/044,944, entitled "Stack-Based Security 
Requirements," bearing attorney docket no. 06502.01 19-00000, and filed on the same date 
herewith. 

U.S. Patent Application No. 09/044,837, entitled "Per-Method Designation of 
Security Requirements," bearing attorney docket no. 06502.0120-00000, and filed on the 
same date herewith. 

FffilD OF THE INVENTION 

The present invention relates to a system and method for transmitting objects between 
machines in a distributed system and more particularly to transmission of downloadable code 
for use in communicating with a device in a distributed system. 

BACKGROUND OF THE INVENTION 

Machines in a distributed system may communicate and access each other. When a 
device wants to join the distributed system, the machines already in the system typically must 
know how to communicate with the device. This requirement means that, for example, the 
machines must store code, drivers, and port information for any device that may join the 
system. In addition, they may be required to store stubs for communicating with any device 
that may join the system. A proxy stub is a reference to a remote object for use in 
reconstructing an object, and stubs facilitate communication between machines in a 
distributed system. These requirements may result in inefficiencies and increase memory or 
storage requirements due to the amount of prestored information required to communicate 
with devices that may join the system. Accordingly, a need exists for increased flexibility in 
transmitting code for communication between machines in a distributed system. 

SUMMARY OF THE INVENTION 
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A first method consistent with the present invention transmits from a machine a 
multicast packet including a request to join a distributed system and including an indication 
of code for communicating with the machine. A response is received, the response including 
a reference to an entity for registration with the system, and a message is transmitted to the 
entity to register with the system. 

A second method consistent with the present invention receives from a machine a 
multicast packet including a request to join a distributed system and including indication of 
code for communicating with the machine. The code is used to construct a response 
including a reference to an entity for registration with the system, and the response is 
transmitted to the machine. 

A third method consistent with the present invention transmits from a first machine a 
first object including indication of code for communicating with the first machine, and a 
second machine receives the first object. The code is used for constructing a second object 
for communicating with the first machine, and the second object is transmitted from the 
second machine to the first machine. 

A first apparatus consistent with the present invention transmits from a machine a 
multicast packet including a request to join a distributed system and including indication of 
code for communicating with the machine. The apparatus receives a response including a 
reference to an entity for registration with the system and transmits a message to the entity to 
register with the system. 

A second apparatus consistent with the present invention receives from a machine a 
multicast packet including a request to join a distributed system and including indication of 
code for communicating with the machine. The apparatus uses the code to construct a 
response including a reference to an entity for registration with the system and transmits the 
response to the machine. 

A third apparatus consistent with the present invention transmits from a first machine 
a first object including indication of code for communicating with the first machine. The 
apparatus receives at a second machine the first object and uses the code for constructing a 
second object for communicating with the first machine. The second object is transmitted 
from the second machine to the first machine. 

BfrTEF pggCRIPTION QF TflE PR AWmQS 
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The accompanying drawings are incorporated in and constitute a part of this 
specification and, together with the description, explain the advantages and principles of the 
invention. In the drawings, 

FIG. 1 is a diagram of an exemplary distributed processing system that can be used in 
an implementation consistent with the present invention; 

FIG. 2 is a diagram of an exemplary distributed system infrastructure; 

FIG. 3 is a diagram of a computer in a distributed system infrastructure shown in FIG. 
2; 

FIG. 4 is a diagram of an exemplary distributed network illustrating a device joining 
the network; and 

FIG. 5 is a flow chart of a process for a device to join a distributed network. 

PET AILED PE SCRIPTION 
Overview 

Methods and systems consistent with the present invention provide a technique for 
joining a device to a distributed network. When the device joins the network, it transmits a 
multicast packet that includes code or a reference to code for use in communicating with the 
device. Receivers in the network use the reference to download the code to communicate 
with the device. The receivers thus need not have prestored code or other information 
required to communicate with the device, which may enhance network efficiency. 

The receivers respond to the multicast packet by transmitting to the device a reference 
to a lookup service in the network. Using the reference from at least one of the receivers, the 
device registers itself with the lookup service. A lookup service is described in U.S. patent 
application filed on even date herewith, assigned to a common assignee, and entitled "Method 
and System for Facilitating Access to a Lookup Service," which is incorporated herein by 
reference. 

Distributed Processing System 
FIG. 1 illustrates an exemplary distributed processing system 100 which can be used 
in an implementation consistent with the present invention. In FIG. 1, distributed processing 
system 100 contains three independent and heterogeneous platforms 101, 102, and 103 
connected in a network configuration represented by network cloud 119. The composition 
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and protocol of the network configuration represented by cloud 1 19 is not important as long 
as it allows for communication of the information between platforms 101, 102 and 103. In 
addition, the use of just three platforms is merely for illustration and does not limit an 
implementation consistent with the present invention to the use of a particular number of 
platforms. Further, the specific network architecture is not crucial to embodiments consistent 
with the present invention. For example, another network architecture that could be used in 
an implementation consistent with this invention would employ one platform as a network 
controller to which all the other platforms would be connected. 

In the implementation of distributed processing system 100, platforms 101, 102 and 
103 each include a processor 116, 117, and 118 respectively, and a memory, 104, 105, and 
106, respectively. Included within each memory 104, 105, and 106, are applications 107, 
108, and 109, respectively, operating systems 1 10, 1 1 1, and 1 12, respectively, and Java™ 
remote method invocation components (RMI) components 113, 1 14, and 115, respectively. 
RMI is explained in, for example, the following document, which is incorporated herein by 
reference: Remote Method Invocation Specification, Sun Microsystems, Inc. (1997), which 
is available via universal resource locator (URL) 

http://www.javasoft.com/products/jdk/! . 1/docs/guide/rn^spec/rmiTOC.doc.html. 

Applications 107, 108, and 109 can be programs that are either previously written and 
modified to work with, or that are specially written to take advantage of, the services offered 
by an implementation consistent with the present invention. Applications 107, 108, and 109 
invoke operations to be performed in accordance with an implementation consistent with this 
invention. 

Operating systems 1 10, 111, and 1 12 are typically standard operating systems tied to 
the corresponding processors 1 16, 117, and 118, respectively. The platforms 101, 102, and 
103 can be heterogenous. For example, platform 101 has an UltraSparc® microprocessor 
manufactured by Sun Microsystems, Inc. as processor 116 and uses a Solaris® operating 
system 1 10. Platform 102 has a MIPS microprocessor manufactured by Silicon Graphics 
Corp. as processor 1 17 and uses a Unix operating system 111. Finally, platform 103 has a 
Pentium microprocessor manufactured by Intel Corp. as processor 118 and uses a Microsoft 
Windows 95 operating system 1 12. An implementation consistent with the present invention 
is not so limited and could accommodate homogenous platforms as well. 
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Sun, Sun Microsystems, Solaris, Java, and the Sun Logo are trademarks or registered 
trademarks of Sun Microsystems, Inc. in the United States and other countries. UltraSparc 
and all other SPARC trademarks are used under license and are trademarks of SPARC 
International, Inc. in the United States and other countries. Products bearing SPARC 
trademarks are based upon an architecture developed by Sun Microsystems, Inc. 

Memories 103, 104, and 105 serve several functions, such as general storage for the 
associated platform. Another function is to store applications 107, 108, and 109, RMI 
components 1 13, 1 14, and 1 15, and operating systems 110, 111, and 1 12 during execution by 
the respective processor 1 16, 1 17, and 1 18. In addition, portions of memories 103, 104, and 
105 may constitute shared memory available to all of the platforms 101, 102, and 103 in 
network 1 19. Note that RMI components 1 13, 1 14, and 115 operate in conjunction with a 
JVM, which is not shown for the purpose of simplifying the figure. 

Distributed System Infrastructure 
Systems and methods consistent with the present invention may also operate within a 
particular distributed system 200, which will be described with reference to FIGS. 2 and 3. 
This distributed system 200 is comprised of various components, including hardware and 
software, to (1) allow users of the system to share services and resources over a network of 
many devices; (2) provide programmers with tools and programming patterns that allow 
development of robust, secured distributed systems; and (3) simplify the task of administering 
the distributed system. To accomplish these goals, distributed system 400 utilizes the Java 
programming environment to allow both code and data to be moved from device to device in 
a seamless manner. Accordingly, distributed system 200 is layered on top of the Java 
programming environment and exploits the characteristics of this environment, including the 
security offered by it and the strong typing provided by it. 

In distributed system 200 of FIGS. 2 and 3, different computers and devices are 
federated into what appears to the user to be a single system. By appearing as a single 
system, distributed system 200 provides the simplicity of access and the power of sharing that 
can be provided by a single system without giving up the flexibility and personalized 
response of a personal computer or workstation. Distributed system 200 may contain 
thousands of devices operated by users who are geographically disperse, but who agree on 
basic notions of trust, administration, and policy. 
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Within an exemplary distributed system are various logical groupings of services 
provided by one or more devices, and each such logical grouping is known as a Djinn. A 
"service' 1 refers to a resource, data, or functionality that can be accessed by a user, program, 
device, or another service and that can be computational, storage related, communication 
related, or related to providing access to another user. Examples of services provided as part 
of a Djinn include devices, such as printers, displays, and disks; software, such as programs 
or utilities; information, such as databases and files; and users of the system. 

Both users and devices may join a Djinn. When joining a Djinn, the user or device 
adds zero or more services to the Djinn and may access, subject to security constraints, any 
one of the services it contains. Thus, devices and users federate into a Djinn to share access 
to its services. The services of the Djinn appear programmatically as objects of the Java 
programming environment, which may include other objects, software components written in 
different programming languages, or hardware devices. A service has an interface defining 
the operations that can be requested of that service, and the type of the service determines the 
interfaces that make up that service. 

Distributed system 200 is comprised of computer 202, a computer 204, and a device 
206 interconnected by a network 208. Device 206 may be any of a number of devices, such 
as a printer, fax machine, storage device, computer, or other devices. Network 208 may be a 
local area network, wide area network, or the Internet. Although only two computers and one 
device are depicted as comprising distributed system 200, one skilled in the art will appreciate 
that distributed system 200 may include additional computers or devices. 

FIG. 3 depicts computer 202 in greater detail to show a number of the software 
components of distributed system 200. One skilled in the art will appreciate that computer 
204 or device 206 may be similarly configured. Computer 202 includes a memory 302, a 
secondary storage device 304, a central processing unit (CPU) 306, an input device 308, and a 
video display 310. Memory 302 includes a lookup service 312, a discovery server 314, and a 
Java runtime system 316. The Java runtime system 316 includes the Java RMI system 318 
and a JVM 320. Secondary storage device 304 includes a Java space 322. 

As mentioned above, distributed system 200 is based on the Java programming 
environment and thus makes use of the Java runtime system 316. The Java runtime system 
316 includes the Java API libraries, allowing programs running on top of the Java runtime 
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system to access, in a platform-independent manner, various system functions, including 
windowing capabilities and networking capabilities of the host operating system. Since the 
Java API libraries provides a single common API across all operating systems to which the 
Java runtime system is ported, the programs running on top of a Java runtime system run in a 
platform-independent manner, regardless of the operating system or hardware configuration 
of the host platform. The Java runtime system 316 is provided as part of the Java software 
development kit available from Sun Microsystems, Inc. of Mountain View, CA. 

JVM 320 also facilitates platform independence. JVM 320 acts like an abstract 
computing machine, receiving instructions from programs in the form of bytecodes and 
interpreting these bytecodes by dynamically converting them into a form for execution, such 
as object code, and executing them. RMI 318 facilitates remote method invocation by 
allowing objects executing on one computer or device to invoke methods of an object on 
another computer or device. Both RMI and the JVM are also provided as part of the Java 
software development kit. 

Lookup service 312 defines the services that are available for a particular Djinn. That 
is, there may be more than one Djinn and, consequently, more than one lookup service within 
distributed system 200. Lookup service 312 contains one object for each service within the 
Djinn, and each object contains various methods that facilitate access to the corresponding 
service. Lookup service 312 is described in U.S. patent application entitled "Method and 
System for Facilitating Access to a Lookup Service," which was previously incorporated 
herein by reference. 

Discovery server 314 detects when a new device is added to distributed system 200, 
during a process known as boot and join (or discovery), and when such a new device is 
detected, the discovery server passes a reference to lookup service 312 to the new device so 
that the new device may register its services with the lookup service and become a member of 
the Djinn. After registration, the new device becomes a member of the Djinn, and as a result, 
it may access all the services contained in lookup service 312. The process of boot and join is 
described in U.S. patent application entitled "Apparatus and Method for providing 
Downloadable Code for Use in Communicating with a Device in a Distributed System," 
which was previously incorporated herein by reference. 
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A Java space 322 is an object repository used by programs within distributed system 
200 to store objects. Programs use a Java space 322 to store objects persistently as well as to 
make them accessible to other devices within distributed system 200. Java spaces are 
described in U.S. patent application serial no. 08/971,529, entitled "Database System 
Employing Polymorphic Entry and Entry Matching," assigned to a common assignee, and 
filed on November 17, 1997, which is incorporated herein by reference. One skilled in the art 
will appreciate that an exemplary distributed system 200 may contain many lookup services, 
discovery servers, and Java spaces. 

Data Flow i n a Distributed Processing System 
FIG. 4 is a diagram of an exemplary object-oriented distributed network or system 400 
connecting machines 401 , 408, 41 1, and 414, such as computers or virtual machines 
executing on one or more computers, or the machines described with reference to FIGS. 1, 2, 
and 3. As shown in FIG. 4, transmitting machine or device 401 includes an object 402 and 
RMI 403 for performing processing on objects. Device 401 intends to join distributed 
network 400 including other devices or machines, referred to as receivers. Network 400 
includes a host 406 containing a lookup service 407 and also includes receivers 408, 411, and 
414. Only three receivers are shown for illustrative purposes only; network 400 may include 
fewer or more receivers and would usually include many receivers. Each receiver shown 
contains RMI, shown by RMIs 409, 412, and 415. Each of the RMIs for the receivers 
constructs a remote reference to object 402. These remote references include objects 410, 
413, and 416 for, respectively, receivers 408, 41 1, and 414. 

In order to join network 400, device 401 transmits a multicast packet 417 including a 
an indication of code 404, such as a reference to the code or the code itself, required to 
communicate with device 401 . A multicast packet is a message sent to a plurality of devices 
in a network. Device 401 uses RMI 403 to provide flexibility, allowing code to be moved 
when necessary along with information or the object's state and type. Additionally, device 
401 may include in multicast packet 417 an identification of the type of object transmitted, 
the data constituting the state of the object, and a network-accessible location in the form of a 
URL for code that is associated with the object. Multicast packet 417 may also include a stub 
for communicating with the booting device. URLs are known in the art and an explanation, 
which is incorporated herein by reference, appears in, for example, a text entitled 4 The Java 
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Tutorial: Object-Oriented Programming for the Internet;' pp. 494-507, by Mary Campione 
and Kathy Walrath, Addison-Wesley, 1996. 

In response to multicast packet 417, receivers 408, 41 1, and 414 transmit responses 
418, 421, and 422, each response including a reference for use in communicating with lookup 
service 407. When receiving machine 408 receives multicast packet 417, it identifies the type 
of transmitted object. In order to send the response and communicate with device 401 , 
receivers 408, 411, and 414 use the reference from device 401 to transmit calls 419, 423, and 
424 to code server 405 in order to obtain code 404 for communicating with device 401. A 
code server is an entity and process that has access to code and responds to requests for a 
particular type or class of object and returns code for that object. A code server may be 
located within device 401 or on another machine. Also, the code may be resident on the same 
platform as the code server or on a separate platform. 

RMI 409, for example, may use a URL from multicast packet 417 to locate the code 
and transfer a copy of the code to receiver 408. Because the code is bytecodes and is 
therefore portable, a receiving machine can load the code into its RMI to reconstruct the 
object. Thus, receivers 408, 411, and 414 can reconstruct an object of the appropriate type 
even if that kind of object has not been present on the machines before. 

Receivers 408, 411, and 414 use code 404 to construct an object for transmitting 
responses 418, 421 , and 422. Alternatively, device 401 may transmit the code instead of a 
reference to the code. Device 401 receives the responses and, using at least one of the 
transmitted references, registers itself with lookup service 407 via call 420. These calls may 
be remote procedure calls, and the objects may be transmitted as byte streams. Device 401 
may transmit a message to register with a lookup service, the message containing information 
identifying the device so that machines using the lookup service may access or communicate 
with the device. Remote procedure calls, and methods for downloading code, are described 
in U.S. patent application serial no. 08/950,756, filed on October 15, 1997, and entitled 
"Deferred Reconstruction of Objects and Remote Loading in a Distributed System," which is 
incorporated herein by reference. Streams used in the Java programming language, including 
input and output streams, are known in the art and an explanation, which is incorporated 
herein by reference, appears in, for example, a text entitled 'The Java™ Tutorial: Object- 
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Oriented Programming for the Internet," pp. 325-53, by Mary Campione and Kathy Walrath, 
Addison-Wesley, 1996. 

Process for a Device to Join a Network 
FIG. 5 is a flow chart of a process 500 for device to join a network, such as distributed 
network 400. A device wishing to join a network transmits a multicast packet to the network, 
the packet including an indication of code, such as a reference to code or the code itself, for 
use in communicating with the device (step 501). Table 1 shows in pseudocode an example 
of information in a multicast packet. This packet may be transmitted from what is referred to 
as a bootstrap or discovery request service, which runs on the discovery server identified 
above with reference to FIG. 3 and accepts requests for references to a lookup service. 
Therefore, when a device joins a network in this example, referred to as "boot" into a Djinn, it 
may use the bootstrap request service to boot into the network. 



Table 1 



bootstrap protocol version 


int proto Version; 


transport-specific endpoint info 


Object endpoint; 


device ID 


String id = DevicelD.getDevice ID ( ); 


URL from which to load stub 


java.net.URL codebase; 


name of the stub class 


String stubType; 




ByteArrayOutputStream byteStr = new 




ByteArrayOutputStream ( ); 




ObjectOutputStream objStr = new ObjectOutputStream 




(byteStr); 




objStr.writelnt (proto Version); 




objStr.writeObject (endpoint); 




objStr.writeUTF (id); 




objStr.writeUTF (codebase.toExternalForm ( ) ); 




objStr.writeUTF (stubType); 


the final product 


byte [ ] packetBody = byteStr.toByteArray ( ); 



The following is an explanation of the fields of the exemplary packet shown in Table 
1. The "proto Version" field contains an integer which indicates the version of the bootstrap 
protocol in operation for a device to join a network. The "endpoint" field encapsulates 
transport-dependent endpoint information which allows instances of the bootstrap request 
service to construct valid references to the bootstrap response service on the booting entity. 
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The "id M field contains a "Device ID" string, which identifies the booting device. The 
"codebase" field provides a URL from which instances of the bootstrap request service can 
download stub code for the bootstrap response service. The "stubType" field provides a fully- 
qualified name of the stub class for the bootstrap response service. 

Upon receiving the multicast packet receivers in the network download the code to 
construct an object for communicating with the device. The receivers each transmit the 
object to the device, the object including a reference to a lookup service in the network (step 
502). The receivers may use what is referred to as a bootstrap or discovery response service, 
which runs on a discovering (booting) entity and accepts references to the lookup service. 
Table 2 illustrates an exemplary Java interface for a bootstrap response service. 
Table 2 

public interface ResponseService extends j ava.rmi .Remote 
{ 

public void advertiseLookup (ServiceRegistrar lookup) 
throws java.rmi.RemoteException; 

} 

The receivers, through the bootstrap response service, provide a reference to an object that 
implements a service registrar, which may correspond to the lookup service explained in U.S. 
patent application filed on even date herewith, assigned to a common assignee, and entitled 
"Dynamic Lookup Service for a Distributed System," which is incorporated herein by 
reference. If the device received no response to the multicast packet, it may continue sending 
multicast packets at regular intervals. 

Upon receiving the object, the device uses at least one of the reference transmitted by 
the receivers in order to register with the lookup service (step 503) through the service 
registrar. After registration, the lookup service subsequently contains an identification of the 
device, and it is thus accessible to other entities in the network. In addition to registering 
with the lookup service, the device may optionally respond, providing notification of its 
registration or other information, to each of the receivers from which it received a response to 
the multicast packet (step 504). 

The protocol and method described above may also be used for providing an object 
containing all behavior necessary to communicate with a particular device. Thus, devices do 
not necessarily require that they maintain an indication of code for communicating with the 
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particular device, as they may obtain that information from the particular device using the 
method described above. 

Machines implementing the steps shown in FIG. 5 may include computer processors 
for performing the functions, as shown in FIGS. 1, 2, 3, and 4. They may include modules or 
programs configured to cause the processors to perform the above functions. They may also 
include computer program products stored in a memory. The computer program products 
may include a computer-readable medium or media having computer-readable code embodied 
therein for causing the machines to perform functions described above. The media may 
include a computer data signal embodied in a carrier wave and representing sequences of 
instructions which, when executed by a processor, cause the processor to securely address a 
peripheral device at an absolute address by performing the method described in this 
specification. The media may also include data structures for use in performing the method 
described in this specification. 

Although the illustrative embodiments of the systems consistent with the present 
invention are described with reference to a computer system implementing the Java 
programming language on the JVM specification, the invention is equally applicable to other 
computer systems processing code from different programming languages. Specifically, the 
invention may be implemented with both object-oriented and nonobject-oriented 
programming systems. In addition, although an embodiment consistent with the present 
invention has been described as operating in the Java programming environment, one skilled 
in the art will appreciate that the present invention can be used in other programming 
environments as well. 

While the present invention has been described in connection with an exemplary 
embodiment, it will be understood that many modifications will be readily apparent to those 
skilled in the art, and this application is intended to cover any adaptations or variations 
thereof. For example, different labels or definitions for the multicast packet may be used 
without departing from the scope of the invention. This invention should be limited only by 
the claims and equivalents thereof. 
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WHAT IS CLAIMED IS: 

1 . A method for transmitting objects in a distributed system comprised of multiple 

machines, comprising: 

transmitting from a machine a multicast packet including a request to join the 
distributed system and including an indication of code for communicating with the machine; 

receiving a response including a reference to an entity for registration with the system; 



and 



transmitting a message to the entity to register with the system. 



2. The method of claim 1 wherein the transmitting includes 
transmitting a reply to the response. 

3. A method for processing objects in a distributed system comprised of multiple 
machines, comprising: 

receiving from a machine a multicast packet including a request to join the distributed 
system and including an indication of code for communicating with the machine; 

using the code to construct a response including a reference to an entity for 
registration with the system; and 

transmitting the response to the machine. 

4. The method of claim 3 wherein the receiving includes 
receiving a reply to the response. 

5. A method for transmitting objects in a distributed system comprised of multiple 
machines, comprising: 

transmitting from a first machine a first object including an indication of code for 
communicating with the first machine; 

receiving at a second machine the first object; 

using the code for constructing a second object for communicating with the first 
machine; and 

transmitting the second object from the second machine to the first machine. 
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6. An apparatus for transmitting objects in a distributed system comprised of multiple 
machines, comprising: 

a module configured to transmit from a machine a multicast packet including a 
request to join the distributed system and including an indication of code for communicating 
with the machine; 

a module configured to receive a response including a reference to an entity for 
registration with the system; and 

a module configured to transmit a message to the entity to register with the system. 

7. The apparatus of claim 6 wherein the transmit module includes 
a module configured to transmit a reply to the response. 

8. An apparatus for processing objects in a distributed system comprised of multiple 
machines, comprising: 

a module configured to receive from a machine a multicast packet including a request 
to join the distributed system and including an indication of code for communicating with the 
machine; 

a module configured to use code to construct a response including a reference to an 
entity for registration with the system; and 

a module configured to transmit the response to the machine. 

9. The apparatus of claim 8 wherein the receive module includes 
a module configured to receive a reply to the response. 

10. An apparatus for transmitting objects in a distributed system comprised of multiple 
machines, comprising: 

a module configured to transmit from a first machine a first object including an 
indication of code for communicating with the first machine; 

a module configured to receive at a second machine the first object; 

a module configured to use the code for constructing a second object for 
communicating with the first machine; and 
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a module configured to transmit the second object from the second machine to the 
first machine. 

11. A system for transmitting objects in a distributed system comprised of multiple 
machines, comprising: 

a first machine; 

a plurality of second machines; 

a network connecting the first machine with the plurality of second machines; and 
an apparatus for joining the first machine with the network, the apparatus including: 

a module configured to transmit from the first machine a multicast packet 
including a request to join the distributed system and including an indication of code 
for communicating with the first machine; 

a module configured to receive a response including a reference to an entity for 
registration with the system; and 

a module configured to transmit a message to the entity to register with the 

system. 

12. The system of claim 1 1 wherein the transmit module includes 
a module configured to transmit a reply to the response. 

13. A system for transmitting objects in a distributed system comprised of multiple 
machines, comprising: 

a first machine; 

a plurality of second machines; 

a network connecting the first machine with the plurality of second machines; and 
an apparatus for joining the first machine with the network, the apparatus including: 

a module configured to receive from the first machine a multicast packet 
including a request to join the distributed system and including an indication of code 
for communicating with the first machine; 

a module configured to use the code to construct a response including a 
reference to an entity for registration with the system; and 



89441 24A1 I > 



WO 99/44124 PCT/US99/03223 

18 

a module configured to transmit the response to the first machine. 



14. The system of claim 13 wherein the receive module includes 
a module configured to receive a reply to the response. 

15. A system for transmitting objects in a distributed system comprised of multiple 
machines, comprising: 

a first machine; 
a second machine; 

a network connecting the first machine with the plurality of second machines; and 
an apparatus for communicating between the first machine and the second machine, 
the apparatus including: 

a module configured to transmit from the first machine a first object including 
an indication of code for communicating with the first machine; 

a module configured to receive at the second machine the first object; 

a module configured to use the code for constructing a second object for 
communicating with the first machine; and 

a module configured to transmit the second object from the second machine to 
the first machine. 

16. A computer program product, comprising: 

a computer-readable medium containing instructions for controlling a computer 
system to perform a method, the method including: 

transmitting from a machine a multicast packet including a request to join the 
distributed system and including an indication of code for communicating with the machine; 

receiving a response including a reference to an entity for registration with the system; 

and 

transmitting a message to the entity to register with the system. 

17. The computer program product of claim 16 wherein the transmitting includes 
transmitting a reply to the response. 
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18. A computer program product, comprising: 

a computer-readable medium containing instructions for controlling a computer 
system to perform a method, the method including: 

receiving from a machine a multicast packet including a request to join the distributed 
system and including an indication of code for communicating with the machine; 

using the code to construct a response including a reference to an entity for 
registration with the system; and 

transmitting the response to the machine. 

19. The computer program product of claim 18 wherein the receiving includes 
receiving a reply to the response. 

20. A computer program product, comprising: 

a computer-readable medium containing instructions for controlling a computer 
system to perform a method, the method including: 

transmitting from a first machine a first object including an indication of code for 
communicating with the first machine; 

receiving at a second machine the first object; 

using the code for constructing a second object for communicating with the first 
machine; and 

transmitting the second object from the second machine to the first machine. 

21. An article of manufacture specifying a representation of an object stored in a 
computer-readable storage medium and capable of electronic transmission between machines 
in a distributed system, the article of manufacture comprising: 

an object comprising a multicast packet to be transmitted to a plurality of machines in 
the system, the packet including a request by a machine to join the system and including an 
indication of code for use in communicating with the machine. 
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22. An article of manufacture specifying a representation of an object stored in a 
computer-readable storage medium and capable of electronic transmission between machines 
in a distributed system, the article of manufacture comprising: 

an object to be transmitted from a first machine to a second machine in the system, the 
object including an indication of code for use in communicating with the first machine. 

23. An apparatus for transmitting objects in a distributed system comprised of multiple 
machines, comprising: 

means for transmitting from a machine a multicast packet including a request to join 
the system and including an indication of code for communicating with the machine; 

means for receiving a response including a reference to an entity for registration with 
the system; and 

means for transmitting a message to the entity to register with the system. 
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500 



DEVICE SENDS A MULTICAST PACKET 

TO THE NETWORK, THE PACKET 
INCLUDING CODE OR A REFERENCE 
TO CODE FOR USE IN COMMUNICATING 
WITH THE DEVICE 



501 



RECEIVERS IN THE NETWORK DOWNLOAD THE 
CODE TO CONSTRUCT AN OBJECT FOR 
COMMUNICATING WITH THE DEVICE AND 
EACH SENDS THE OBJECT INCLUDING A 
REFERENCE TO A LOOKUP SERVICE 
IN THE NETWORK 



THE DEVICE RECEIVES THE OBJECTS 

AND USES THE REFERENCE TO 
REGISTER WITH THE LOOKUP SERVICE 



503 



THE DEVICE OPTIONALLY SENDS 
A REPLY TO THE RECEIVERS 




504 



FIG. 5 
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